
CRA Compliance
for Your Machine
At a fraction of the cost compared to
doing it yourself

CRA
ready!



Implications of the CRA
The EU Cyber Resilience Act (CRA) requires all products with digital elements to
meet cybersecurity standards by December 2027. For machine manufacturers,
this means:

No CRA compliance = no CE marking = no EU market
access

One vulnerability could mean backporting across dozens
of long-lived software releases

Security patches mandatory for the entire product
lifetime (13+ years for machinery)

Fines up to EUR 15M or 2.5% of global turnover per
infringement, whichever is greater

Every actively exploited vulnerability must be reported to
ENISA within 24 hours (from Sep 2026)
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What is edge.PSL?
edge.PSL is a Protective Security Layer that ships as an inseparable software
component with your machine. It takes over the full CVE lifecycle - from
monitoring to patch delivery - so your engineering team stays focused on the
machine, not on patch debt.
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Inseparable Component Managed CVE Lifecycle 13+ Year Support Period

TRIOVEGA delivers
edge.PSL to the machine
builder as a CE-certified
software component,
which is included in the
machine’s SBOM. No
separate procurement for
the end customer.

CVE monitoring and
severity triage are handled
for you. You receive ready-
to-deploy updates,
assessed against your
specific SBOM, scheduled
or emergency.

Covers the full software
machine lifecycle inclu-
ding brownfield machines,
aligned with IEC 62443
and CRA support period
obligations.
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CE Declaration
edge.PSL is shipped as an integral part
of the machine. TRIOVEGA delivers the
complete documentation package —
SBOM, test reports, technical files — so
your CE declaration for the software
component is straightforward,
traceable, and audit-ready.

Part of the SBOM
Your machine's Software Bill of
Materials is maintained and updated
with every release — complete, current,
and ready for customer or regulatory
review, vastly reduced effort on your
side.

Hardware Deployment
edge.PSL can run on existing hardware
already present on the machine, or on
a small industrial PC integrated into
the machine. TRIOVEGA handles inte-
gration scoping and pre-qualification
per OEM platform.

Version Sprawl
edge.PSL eliminates version sprawl for
security. One security update covers all
machine generations. The OEM's
functional software stays untouched.
No backporting, no per-version test
cycles.
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How edge.PSL Takes You
There
edge.PSL — legally inseparable from the machine under the CRA, but technically a
distinct, independently updatable module. It bundles security functions into one
component maintained separately from the machine's functional code.
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Based on established and patented solution edge.SHIELDOR.
Proven technology. Software AirGap, L7 protocol termination.
Different market role: edge.SHIELDOR protects the operator.
edge.PSL keeps you market-ready!

https://triovega.com/en/factory-4-0/edgeshieldor/
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The Vulnerability Reality:
Why Acting Early Matters
New Common Vulnerabilities and Exposures (CVEs) are published at a rate of 119
per day (BSI Lagebericht 2025). The exposure is cumulative from the moment a
product ships:

Without a systematic mitigation process, every release creates an immediate and
growing backlog of vulnerabilities to assess and address - across every active
machine generation in the field.

3

The Machine Builder Journey
with edge.PSL
Once edge.PSL is part of your machine, TRIOVEGA runs the security lifecycle -
continuously, without burdening your engineering team:



Scope of edge.PSL
edge.PSL combines a standardized security foundation tailored to your machine
architecture:
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• Custom machine-specific
interface modules (machine
builder-developed or built
by TRIOVEGA on request)

• Machine builder retains full
design control over custom
interfaces

Solution Extensions
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• Security patches for the
entire product lifecycle

• 3rd Level Support from
TRIOVEGA

• 1st & 2nd Level: handled by
machine builder or
delegated to TRIOVEGA

• Integration Support:
development assistance,
rollout support, ongoing
operations

Full-Service Support
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• Access Control &
Authentication

• Data Transfer Protection
• Essential Function
Protection

• Centralized Update
Management

• Security Logging (GMP-
ready)

• Standard interfaces: RDP,
VNC, SMB, Modbus, OPC-UA
and further protocols

Security Foundation
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CRA annex I Requirement edge.PSL coverage
(1) Appropriate cybersecurity level IEC 62443 Defense in Depth concept
(2a) No known exploitable vulnerabilities L7 protocol termination - vulnerability not exploitable via network
(2b) Secure default configuration Secure by default - insecure services blocked
2c) Security updates & auto-update Centralized update management service
2d) Protection against unauthorized access SAML/SSO, MFA (Web), LDAP/AD (HMI)
(2e) Confidentiality & encryption TLS, SMBv3, PKI certificate management
(2f) Data integrity Checksums, cryptographic methods, protocol termination
(2i) Minimize impact on other services Minimized external connections, authorized services only
(2j) Limit attack surface Separated attack surfaces, Docker containers, Defense in Depth
(2k) Exploitation mitigation edge.PSL is itself an exploitation mitigation mechanism
(2l) Logging & monitoring Syslog/SIEM, logging (GMP-ready)
(2m) Secure data deletion & transfer Factory reset for edge.PSL available

CRA Requirements Coverage
and Standards
12 of 14 technical requirements (Annex I, Part I) addressed and full vulnerability
handling coverage (Annex I, Part II).
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Machine builder retains TRIOVEGA takes over
Full customer relationship Security component lifecycle (13+ years)

Engineering capacity for your own roadmap Vulnerability triage before every patch

Full Control over machine software Patches, SBOM, vulnerability response

Individual modules can be developed
independently at any time

Documentation and technical files

Service revenue through CRA-compliant retrofits Separation of security and functional updates

Our Service Offering

Further compliance to standards:
• IEC 62443-4-1/4-2: Certified dev
process + product requirements

• CRA Annex I, Part II: Support
period + SBOM obligations +
vulnerability handling

OEM benefit:
CRA conformity argument
inherits TRIOVEGA's certified
processes. OEM focuses on
machine conformity - TRIOVEGA
covers security lifecycle.

Core value:
OEM keeps market and brand - TRIOVEGA addresses the security lifecycle
burden. Engineering capacity stays on product value, not patch debt.
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Your Next Steps
Ready to explore how edge.PSL fits your machine portfolio? Here is how to get
started:

Fill in which protocols and
interfaces your machines
use. This helps us assess the
integration scope and
prepare a tailored proposal.

1. Download our
Machine Interface
Protocol Template

30 minutes with our
engineering team to walk
through your architecture
and identify the fastest
path to CRA compliance.

We deliver an assessment:
which CRA requirements
are covered, what
integration looks like, and
a timeline to production.

2. Schedule a
Technical
Discovery Call

Book your own edge.PSL Discovery
Call hereDownload the template here

3. Let’s Build
your Plan
Forward

Disclaimer: edge.PSL makes CRA compliance economically viable. edge.PSL alone does not make CRA-conform. OEM retains
responsibility for: secure SW development, physical interface security, overall risk assessment & CE, end-of-support decisions.

https://outlook.office.com/book/TRIOVEGAGmbHEN@triovega.com/?ismsaljsauthenabled
https://outlook.office.com/book/TRIOVEGAGmbHEN@triovega.com/?ismsaljsauthenabled
https://bit.ly/49UgtzA
https://bit.ly/edgePSL


TRIOVEGA GmbH
Kaninchenborn 31
23560 Lübeck, Germany
T: +49 451 39771 0
E: info@triovega.com www.triovega.com

Securely shaping your future
TRIOVEGA has been supporting global industrial companies to unlock the
potential of digitalization for over 25 years – securely and sustainably. The
company, based in Lübeck and Brunswick, boasts a portfolio that includes
ready-to-use products and services designed to increase production
security and efficiency. In addition, it offers customized software solutions
that can be integrated seamlessly in the customers' value chain.

With award-winning innovations and patented cybersecurity expertise,
TRIOVEGA stands for true partnerships on an equal footing – from
technical consulting and implementation to after-sales service.
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If you are curious how you
can benefit from edge.PSL,
please get in touch with me.

René Janz

Director Business
Development
rja@triovega.com


